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PostgreSQL szerepkorok

Altaldnos tulajdonsagok

PostgreSQL az adatbazis-hozzaférési jogosultsagokat a szerepkordk (role) alapjan kezeli. Egy
szerepkor felfoghat6 adatbazis-felhasznaldként vagy adatbazis-felhasznaldk csoportjaként, attdl
fuggden, hogyan van beallitva. A szerepkorok birtokolhatnak adatbazis-objektumokat (példaul
tablakat és fliggvényeket), és jogosultsdgokat adhatnak ezekre az objektumokra mas szerepkordknek
annak szabalyozasara, hogy ki mely objektumokhoz férhet hozza. Emellett lehetdség van arra is, hogy
egy szerepkor tagsagat egy masik szerepkdrnek adjuk, igy a tag szerepkdr hasznalhatja egy masik
szerepkorhoz rendelt jogosultsagokat.

A szerepkorok fogalma magaba foglalja a ,felhasznaldk” és ,,csoportok” korabbi fogalmait. A
PostgreSQL 8.1 el6tti verzidiban a felhasznaldk és csoportok kiilonallé entitasok voltak, de ma mar
csak szerepkorok |éteznek. Barmely szerepkor muikddhet felhasznaldként, csoportként, vagy akar
mindkettéként. PostgreSQL szerverben.

Gyakorlati példak

Egyszerl ,felhasznald” szerepkor létrehozasa. Felhasznaldnak az a szerepkdr tekinthetd, amelynek
van LOGIN tulajdonsdga. A szerepkor létrehozasa tobbféle mddszerrel torténhet.

[root@gepnev ~]# su - postgres

[postgres@gepnev ~]$ psql -c '\du'
List of roles
Role name | Attributes
___________ g
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS

[postgres@gepnev ~]$ createuser test

[postgres@gepnev ~]$ psql -c '\du'
List of roles

Role name | Attributes

___________ e e e =
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS
test |

[postgres@gepnev ~]$ dropuser test

[postgres@gepnev ~1$ psql -c '\du'
List of roles
Role name | Attributes
___________ e S e
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postgres | Superuser, Create role, Create DB, Replication, Bypass RLS
Mdsik médszerrel ugyanez
[root@gepnev ~]# su - postgres

[postgres@gepnev ~]$ psql -c '\du'
List of roles
Role name | Attributes
___________ e e e =
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS

[postgres@gepnev ~]$ psql -c 'CREATE ROLE test LOGIN'
CREATE ROLE
[postgres@gepnev ~]$ psql -c '\du'

List of roles

Role name | Attributes

___________ g g g g S g S S
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS
test |

[postgres@gepnev ~]$ psql -c 'DROP ROLE test'
DROP ROLE
[postgres@gepnev ~]$ psql -c '\du'
List of roles
Role name | Attributes
___________ e e =
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS

A CREATE USER name megegyezik a CREATE ROLE name LOGIN paranccsal, azzal a kilonbséggel,
hogy automatikusan tartalmazza a LOGIN attribUtumot.

[postgres@gepnev ~]$ psql -c "CREATE ROLE test LOGIN PASSWORD 'test'"
CREATE ROLE
[postgres@gepnev ~1$ psql -c '\du'

List of roles

Role name | Attributes

___________ g g g g S g S
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS
test |

[postgres@gepnev ~]$ psql -c "SELECT * FROM pg roles WHERE rolname = 'test'"
rolname | rolsuper | rolinherit | rolcreaterole | rolcreatedb | rolcanlogin
| rolreplication | rolconnlimit | rolpassword | rolvaliduntil | rolbypassrls

| rolconfig | oid
--------- L e R e Ll T T
R oo oo oo oo
codbcooooooocooa Femmmm-a

test | f | t | f | f | t
| | 16390
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(1 row)

[postgres@gepnev data]$ cat ${PGDATA}/pg hba.conf
# TYPE DATABASE USER ADDRESS METHOD

local all all trust

host all all 127.0.0.1/32 trust

host all all ::1/128 trust

local replication all peer
host replication all 127.0.0.1/32 ident
host replication all ::1/128 ident

[postgres@gepnev ~1$ psql -U test -d postgres -c "SELECT 'z' < 'a'"
?column?

[postgres@gepnev data]$ cat ${PGDATA}/pg hba.conf
# TYPE DATABASE USER ADDRESS METHOD

local all test md5

local all all trust

host all all 127.0.0.1/32 trust

host all all ::1/128 trust

local replication all peer
host replication all 127.0.0.1/32 ident
host replication all ::1/128 ident

[postgres@gepnev datal$ pg ctl reload
server signaled

[postgres@gepnev datal$ psql -U test -d postgres -c "SELECT 'z' < 'a'"
Password for user test: xxx

psql: error: connection to server on socket "/run/postgresql/.s.PGSQL.5432"
failed: FATAL: password authentication failed for user "test"

[postgres@gepnev datal$ psql -U test -d postgres -c "SELECT 'z' < 'a'"
Password for user test:
?column?

[postgres@gepnev datal$ psql -c 'DROP ROLE test'
DROP ROLE

[postgres@gepnev datal$ psql -c '\du'
List of roles
Role name | Attributes
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___________ e e s
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS

Szerepkor hierarchia

Szerepkorok létrehozasa

[postgres@gepnev datal$ psql -c '\du'
List of roles
Role name | Attributes
___________ S g S e
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS

[postgres@gepnev data]$ psql -c 'CREATE ROLE db read'’
CREATE ROLE

[postgres@gepnev datal$ psql -c 'CREATE ROLE db write'
CREATE ROLE

[postgres@gepnev datal$ psql -c 'CREATE ROLE db admin'
CREATE ROLE

[postgres@gepnev datal$ psql -c '\du’
List of roles

Role name | Attributes

___________ e s
db admin | Cannot login

db read | Cannot login

db write | Cannot login

postgres | Superuser, Create role, Create DB, Replication, Bypass RLS

Jogosultsagok hozzaadasa

[postgres@gepnev datal$ psql -c "GRANT SELECT ON ALL TABLES IN SCHEMA public

TO db read"
GRANT

[postgres@gepnev data]$ psql -c "GRANT INSERT, UPDATE, DELETE ON ALL TABLES
IN SCHEMA public TO db write"
GRANT

[postgres@gepnev datal$ psql -c "GRANT USAGE, CREATE ON SCHEMA public TO
db_admin"
GRANT

[postgres@gepnev datal$ psql -c "GRANT ALL PRIVILEGES ON ALL TABLES IN
SCHEMA public TO db_admin"
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GRANT

[postgres@gepnev data]$ psql -c "GRANT USAGE, SELECT ON ALL SEQUENCES IN

SCHEMA public TO db read"
GRANT

[postgres@gepnev datal$ psql -c "GRANT USAGE, SELECT, UPDATE

SEQUENCES IN SCHEMA public TO db write"
GRANT

[postgres@gepnev datal$ psql -c "GRANT ALL PRIVILEGES ON ALL

SCHEMA public TO db_admin"
GRANT

[postgres@gepnev datal$ psql -c "ALTER DEFAULT PRIVILEGES
GRANT SELECT ON TABLES TO db read"
ALTER DEFAULT PRIVILEGES

[postgres@gepnev datal$ psql -c "ALTER DEFAULT PRIVILEGES
GRANT INSERT, UPDATE, DELETE ON TABLES TO db write"
ALTER DEFAULT PRIVILEGES

[postgres@gepnev datal$ psql -c "ALTER DEFAULT PRIVILEGES
GRANT ALL PRIVILEGES ON TABLES TO db admin"
ALTER DEFAULT PRIVILEGES

[postgres@gepnev datal$ psql -c "ALTER DEFAULT PRIVILEGES
GRANT USAGE, SELECT ON SEQUENCES TO db read"
ALTER DEFAULT PRIVILEGES

[postgres@gepnev datal$ psql -c "ALTER DEFAULT PRIVILEGES
GRANT USAGE, SELECT, UPDATE ON SEQUENCES TO db write"
ALTER DEFAULT PRIVILEGES

[postgres@gepnev datal$ psql -c "ALTER DEFAULT PRIVILEGES

GRANT ALL PRIVILEGES ON SEQUENCES TO db admin"
ALTER DEFAULT PRIVILEGES

Szerepkorok egymasba agyazasa

IN

IN

IN

IN

IN

IN

[postgres@gepnev datal$ psql -c "GRANT db read TO db write"

GRANT ROLE

[postgres@gepnev data]l$ psql -c "GRANT db write TO db admin"

GRANT ROLE

Felhasznalok szerepkorei

ON ALL

SEQUENCES IN

SCHEMA public

SCHEMA public

SCHEMA public

SCHEMA public

SCHEMA public

SCHEMA public
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[postgres@gepnev
GRANT ROLE

[postgres@gepnev
GRANT ROLE

[postgres@gepnev
CREATE ROLE

[postgres@gepnev
GRANT ROLE

[postgres@gepnev
CREATE ROLE

[postgres@gepnev
GRANT ROLE

[postgres@gepnev
CREATE ROLE

[postgres@gepnev
GRANT ROLE

[postgres@note0?2

Role name

db read
db write
developer
monitor
postgres

Teszteles

[postgres@gepnev datal$ psql -U admin -d postgres

Did not find any

[postgres@gepnev datal$ psql -U admin -d postgres -c
SERIAL PRIMARY KEY,

CREATE TABLE

datal$

datal$

datal$

datal$

datal$

datal$

datal$

datal$

datal$

tables.

psql

psql

psql

psql

psql

psql

psql

psql

psql -c

“GRANT db read TO db write"

"GRANT db write TO db admin"

“CREATE ROLE admin LOGIN"

"GRANT db admin TO admin"

"CREATE ROLE developer LOGIN"

"GRANT db write TO developer”

"CREATE ROLE monitor LOGIN"

"GRANT db read TO monitor"

ll\dull

List of roles

Cannot login
Cannot login
Cannot login

name TEXT)"

Attributes

-C Il\dtll

[postgres@gepnev datal$ psql -U admin -d postgres -c "\dt"

List of
Schema | Name

tables

| Type

| Owner

"CREATE TABLE users

Superuser, Create role, Create DB, Replication, Bypass RLS

(id
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public | users | table | admin
(1 row)

[postgres@gepnev datal$ psql -U admin -d postgres -c "DROP TABLE users"
DROP TABLE

[postgres@gepnev datal$ psql -U admin -d postgres -c "\dt"
Did not find any tables.

[postgres@gepnev data]l$ psql -U developer -d postgres -c "CREATE TABLE users
(id SERIAL PRIMARY KEY, name TEXT)"

ERROR: permission denied for schema public

LINE 1: CREATE TABLE users (id SERIAL PRIMARY KEY, name TEXT)
[postgres@gepnev datal$ psql -U monitor -d postgres -c "CREATE TABLE users
(id SERIAL PRIMARY KEY, name TEXT)"

ERROR: permission denied for schema public

LINE 1: CREATE TABLE users (id SERIAL PRIMARY KEY, name TEXT)
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