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Samba 4 AD telepitése RHEL/Almalinux 9
(x86_64) rendszeren.

A telepitéshez és az lizemeltetéshez sziikséges dokumentacid a https://samba.tranquil.it/doc/en/
cimen érheto el.

Elokészités

Kiindulasként AimaLinux 9 (x86_64) operacios rendszer telepitését kell elvégezni. A telepités minimal
telepités.

Telepitést koveto lépések

Mddositani kell a /etc/dnf/dnf.conf dllomanyt a felesleges gyenge fliggéségek telepitésének tiltdsahoz:
# if [ ! -f /etc/dnf/dnf.conf.orig ] ; then cp -a /etc/dnf/dnf.conf
/etc/dnf/dnf.conf.orig && echo 'install weak deps=False' >>
/etc/dnf/dnf.conf ; fi

Erdemes kikapcsolni a kernel lizenetek megjelenitését

# grubby --update-kernel=ALL --args=quiet

A SElinux-ot atmenetileg megengedd médba kell kapcsolni

# sed -i 's/”SELINUX=.*/SELINUX=permissive/' /etc/selinux/config

Be kell allitani a rendszer locale-t en_US.UTF-8-ra

# localectl

Be kell allitani a rendszer hostnevét a kivant gépnév + realm formaban

# hostnamectl set-hostname dcl.adomain.lan
Samba 4 AD telepitése
Elokészité miveletek

A telepités el6tt be kell allitani a gép haldzatat statikus IP-re. A példaban a dcl.adomain.lan gép IP
cime 192.168.110.11/24.
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Fel kell venni a gép FQDN-t a /etc/hosts allomanyba
# cat > /etc/hosts <<EOF

127.0.0.1 localhost localhost.localdomain localhost4
localhost4.localdomain4
N | localhost localhost.localdomain localhost6
localhost6.localdomain6

192.168.110.11 dcl.adomain. lan
EOF

Telepiteni kell az EPEL release csomagot

# dnf install epel-release

Telepiteni kell néhany kiegészité csomagot

# dnf install bind-utils chrony krb5-workstation
Le kell tolteni és telepiteni kell a csomagok alaird kulcsat

# curl -o /etc/pki/rpm-gpg/RPM-GPG-KEY-TISSAMBA-9
https://samba.tranquil.it/RPM-GPG-KEY-TISSAMBA-9

% Total % Received % Xferd Average Speed Time Time Time
Current
Dload Upload Total Spent Left
Speed
100 3147 100 3147 0 0 16650 O --1--1-- --r--i-- m-n--n--
16650

# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-TISSAMBA-9
<code>

Létre kell hozni a samba csomagokat tartalmazdé repo fajlt

<code>

# echo -e "[tis-samba]\nname=tis-
samba\nbaseurl=https://samba.tranquil.it/redhat9/samba-4.20/\nenabled=1\ngpg
check=1\ngpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-TISSAMBA-9\npriority=98"
> /etc/yum.repos.d/tissamba. repo

Telepiteni kell a samba-dc csomagot

# dnf install samba-dc

Biztonsagi masolatot kell késziteni a /etc/krb5.conf dllomanyrél

# [ ! -f /etc/krb5.conf.orig ] && cp -a /etc/krb5.conf /etc/krb5.conf.orig

Biztonsagi masolatot kell késziteni a /etc/samba/smb.conf allomanyrél (az allomanyt magat tordini
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kell).

# [ ! -f /etc/samba/smb.conf.orig ] & mv /etc/samba/smb.conf
/etc/samba/smb.conf.orig

Erdemes biztonsagi masolatot késziteni a /var/lib/samba kényvtarrél. Ez a kénytar visszaéllithatd, ha a
provisioning sikertelen.

# [ ! -d /var/lib/samba.orig ] && cp -a /var/lib/samba /var/lib/samba.orig
T(zfal konfiguracié mddositasa

# firewall-cmd --permanent --remove-service=cockpit --remove-service=dhcpv6-
client
success

# firewall-cmd --permanent --add-service=samba-dc
success

# firewall-cmd --reload
success

# firewall-cmd --list-services
samba-dc ssh

Samba 4 provision

A domain el6készitéséhez az aldbbi utasitast kell futtatni

# samba-tool domain provision --use-rfc2307 --domain=ADOMAIN - -
realm=ADOMAIN.LAN --server-role=dc --host-name=dcl.adomain.lan

INFO 2025-09-06 13:36:56,500 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #2414: gkdi/gmsa root key added with
guid 2a4c9b44-1396-beda-f6f7-b30e2970cf03

INFO 2025-09-06 13:36:56,500 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #2425: A Kerberos configuration
suitable for Samba AD has been generated at /var/lib/samba/private/krb5.conf
INFO 2025-09-06 13:36:56,501 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #2427: Merge the contents of this file
with your system krb5.conf or replace it with this one. Do not create a
symlink!

INFO 2025-09-06 13:36:56,556 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #2086: Setting up fake yp server
settings

INFO 2025-09-06 13:36:56,628 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #492: Once the above files are
installed, your Samba AD server will be ready to use

INFO 2025-09-06 13:36:56,628 pid:17 /usr/lib64/python3.9/site-
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packages/samba/provision/ init .py #497: Server Role: active

directory domain controller

INFO 2025-09-06 13:36:56,628 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #498: Hostname:
dcl.adomain.lan

INFO 2025-09-06 13:36:56,628 pid:17 /usr/1lib64/python3.9/site-

packages/samba/provision/ init .py #499: NetBIOS Domain: ADOMAIN

INFO 2025-09-06 13:36:56,629 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #500: DNS Domain:
adomain. lan

INFO 2025-09-06 13:36:56,629 pid:17 /usr/lib64/python3.9/site-
packages/samba/provision/ init .py #501: DOMAIN SID:
S-1-5-21-3755515453-789900971-4137546087

Be kell allitani az admin felhaszndlé jelszavat

# samba-tool user setpassword administrator
New Password:

Retype Password:

Changed password OK

At kell allitani a /etc/krb5.conf alloményét

# rm -f /etc/krb5.conf
# ln -s ../var/lib/samba/private/krb5.conf /etc/krb5.conf

Engedélyezni kell és el kell inditani a samba szolgaltatast

# systemctl --now enable samba

Ellenorzések

Konfiguracié érvényessége

# samba-tool testparm

INFO 2025-09-07 21:38:45,357 pid:257 /usr/1ib64/python3.9/site-
packages/samba/netcmd/testparm.py #96: Loaded smb config files from
/etc/samba/smb.conf

INFO 2025-09-07 21:38:45,357 pid:257 /usr/1ib64/python3.9/site-
packages/samba/netcmd/testparm.py #97: Loaded services file OK.
Press enter to see a dump of your service definitions

# Global parameters
[global]
dns forwarder = 8.8.8.8
netbios name = DC1.ADOMAIN.LAN
realm = ADOMAIN.LAN
server role = active directory domain controller
workgroup = ADOMAIN
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idmap ldb:use rfc2307 = yes

[sysvol]
path = /var/lib/samba/sysvol
read only = No

[netlogon]
path = /var/lib/samba/sysvol/adomain.lan/scripts
read only = No

Névfeloldads miikodése

# host -t A hup.hu 127.0.0.1
hup.hu has address 92.119.122.43

# host -t A adomain.lan 127.0.0.1
Using domain server:

Name: 127.0.0.1

Address: 127.0.0.1#53

Aliases:

# host -t SRV ldap. tcp.adomain.lan 127.0.0.1
Using domain server:

Name: 127.0.0.1

Address: 127.0.0.1#53

Aliases:

_ldap. tcp.adomain.lan has SRV record 0 100 389 dcl.adomain.lan.adomain. lan.
A tesztek végén mdédosithatd a gép nameserver bedllitasa

# cat /etc/resolv.conf

# Generated by NetworkManager
search adomain.lan

nameserver 127.0.0.1

Kerberos mukodése

# kinit administrator@ADOMAIN.LAN

Password for administrator@ADOMAIN.LAN:

Warning: Your password will expire in 41 days on Sat 18 Oct 2025 01:46:03 PM
CEST

# klist
Ticket cache: FILE:/tmp/krb5cc 0
Default principal: administrator@ADOMAIN.LAN

Valid starting Expires Service principal
09/06/2025 14:17:40 09/07/2025 00:17:40 krbtgt/ADOMAIN.LAN@ADOMAIN.LAN
renew until 09/07/2025 14:17:28
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Ha nem mukaodik, akkor tordlni kell a /etc/krb5.conf szimbolikus linket és létre kell hozni a fajlt az
alabbi tartalommal

# cat > /etc/krb5.conf <<EOF
[libdefaults]
default realm = ADOMAIN.LAN
dns lookup realm = true
dns lookup kdc = true

[realms]
ADOMAIN.LAN = {
kdc = dcl.adomain.lan
admin server = dcl.adomain.lan

}
EOF

Domain szintl ellen6rzések

# samba-tool domain level show
Domain and forest function level for domain 'DC=adomain,DC=lan'

Forest function level: (Windows) 2008 R2
Domain function level: (Windows) 2008 R2
Lowest function level of a DC: (Windows) 2008 R2

# samba-tool user list
Guest

krbtgt

Administrator

Idészinkron beéllitasa

A tartomanyba léptetett Windows kliensek a tartomanyvezérlét hasznaljak idészinkronként. Ennek
beallitasdhoz sziikséges a chrony konfiguraciéjanak médositasa.

Altalanos miiveletek

Listazzuk a jelenlegi jelsz6 beallitasokat

# samba-tool domain passwordsettings show
Password information for domain 'DC=adomain,DC=lan'

Password complexity: on

Store plaintext passwords: off
Password history length: 24
Minimum password length: 7
Minimum password age (days): 1
Maximum password age (days): 42
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Account lockout duration (mins): 30
Account lockout threshold (attempts): 0O
Reset account lockout after (mins): 30

Mddositsunk néhany bedllitast

# samba-tool domain passwordsettings set --complexity=off --min-pwd-age=0 --
max-pwd-age=180 --min-pwd-length=5 --history-length=0

Password complexity deactivated!

Password history length changed!

Minimum password length changed!

Minimum password age changed!

Maximum password age changed!

All changes applied successfully!

Ellendrizziik a modositast

# samba-tool domain passwordsettings show
Password information for domain 'DC=adomain,DC=lan'

Password complexity: off

Store plaintext passwords: off

Password history length: 0

Minimum password length: 5

Minimum password age (days): O

Maximum password age (days): 180
Account lockout duration (mins): 30
Account lockout threshold (attempts): 0O
Reset account lockout after (mins): 30

Felhasznald létrehozasa

# samba-tool user add teszt.elek 12345678 --surname=Teszt --given-name=Elek
User 'teszt.elek' added successfully

# samba-tool user list
Administrator
teszt.elek

krbtgt

Guest

# samba-tool user show teszt.elek

dn: CN=Elek Teszt,CN=Users,DC=adomain,DC=lan
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

cn: Elek Teszt

sn: Teszt
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givenName: Elek

instanceType: 4

whenCreated: 20250907181629.0Z

whenChanged: 20250907181629.0Z

displayName: Elek Teszt

uSNCreated: 4286

name: Elek Teszt

objectGUID: eaaebe56-2ea8-43c4-a3e3-cac45d4eb7dc
badPwdCount: 0

codePage: 0

countryCode: 0

badPasswordTime: 0

lastLogoff: O

lastLogon: 0

primaryGroupID: 513

objectSid: S-1-5-21-4057828206-964441470-1345394844-1104
accountExpires: 9223372036854775807

logonCount: 0

sAMAccountName: teszt.elek

SAMAccountType: 805306368

userPrincipalName: teszt.elek@adomain.lan
objectCategory: CN=Person,CN=Schema,CN=Configuration,DC=adomain,DC=1lan
pwdLastSet: 134017425895426721

userAccountControl: 512

uSNChanged: 4288

distinguishedName: CN=Elek Teszt,(CN=Users,DC=adomain,DC=1lan

Felhasznald atnevezése

# samba-tool user rename teszt.elek --force-new-cn='Teszt Elek'
Renamed CN of user "teszt.elek" from "Elek Teszt" to "Teszt Elek"
successfully

# samba-tool user show teszt.elek

dn: CN=Teszt Elek,CN=Users,DC=adomain,DC=1lan
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

sn: Teszt

givenName: Elek

instanceType: 4

whenCreated: 20250907182955.0Z

displayName: Elek Teszt

uSNCreated: 4290

objectGUID: 9a3b3706-9934-4d04-8239-4d809059fad8
badPwdCount: 0

codePage: 0

countryCode: 0

badPasswordTime: 0
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lastLogoff: O

lastLogon: 0

primaryGroupID: 513

objectSid: S-1-5-21-4057828206-964441470-1345394844-1105
accountExpires: 9223372036854775807

logonCount: 0

sAMAccountName: teszt.elek

SAMAccountType: 805306368

userPrincipalName: teszt.elek@adomain.lan

objectCategory: CN=Person,CN=Schema,CN=Configuration,DC=adomain,DC=1lan
pwdLastSet: 134017433955222440

userAccountControl: 512

cn: Teszt Elek

name: Teszt Elek

whenChanged: 20250907183000.0Z

uSNChanged: 4293

distinguishedName: CN=Teszt Elek,CN=Users,DC=adomain,DC=1lan

Felhaszndlo jelszavanak alaphelyzetbe allitasa

# samba-tool user setpassword teszt.elek
New Password:

Retype Password:

Changed password OK

Felhasznalod torlése

# samba-tool user delete teszt.elek
Deleted user teszt.elek

Kulonleges miiveletek

Tanusitvanyok ellenérzése

Alap beallitdsban a tanusitvanyok 2 évig érvényesek. Lehetdségiink van a beépitett CA vagy kilsé CA
altal l1étrehozott tandsitvanyok hasznalatara.

CA tanusitvany

# openssl x509 -in /var/lib/samba/private/tls/ca.pem -noout -subject -issuer
-dates

subject=0=Samba Administration, OU=Samba - temporary autogenerated CA
certificate, CN=DC1.ADOMAIN.LAN.adomain.lan

issuer=0=Samba Administration, OU=Samba - temporary autogenerated CA
certificate, CN=DC1l.ADOMAIN.LAN.adomain.lan

notBefore=Sep 6 18:34:00 2025 GMT
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notAfter=Aug 7 18:34:00 2027 GMT
Szerver tanusitvany

# openssl x509 -in /var/lib/samba/private/tls/cert.pem -noout -subject -
issuer -dates

subject=0=Samba Administration, OU=Samba - temporary autogenerated HOST
certificate, CN=DC1.ADOMAIN.LAN.adomain.lan

issuer=0=Samba Administration, OU=Samba - temporary autogenerated CA
certificate, CN=DC1.ADOMAIN.LAN.adomain.lan

notBefore=Sep 6 18:34:00 2025 GMT

notAfter=Aug 7 18:34:00 2027 GMT

Jelszo kiolvasasa

Alapértelmezetten a Samba/AD kornyezetben nem olvashatdk a felhasznaldk jelszavai. Az alabbi
maddszer elérhetévé teszi a felhasznaldk jelszavait kiilonbdz6 formatumokban.

Telepitsiik a rng-tools csomagot
# dnf install rng-tools
Inditsuk el az rngd programot
# rngd -r /dev/urandom

Hozzunk létre a root home kdnyvtaraban egy samba-key allomanyt

Jelszé nélkili valtozat

# cat > ~/samba-key <<EOF
%sno-protection

Key-Type: 1

Key-Length: 2048
Subkey-Type: 1
Subkey-Length: 2048
Name-Real: samba
Name-Email: root@localhost
Expire-Date: 0O

scommit

EOF

Jelszavas valtozat (nem javasolt)

# cat > ~/samba-key <<EOF
Key-Type: 1

Key-Length: 2048
Subkey-Type: 1
Subkey-Length: 2048
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Name-Real: samba
Name-Email: root@localhost
Expire-Date: 0

Passphrase: titkosjelszol23
%scommit

EOF

Kulcs generalasa

# gpg --batch --gen-key samba-key

gpg: /root/.gnupg/trustdb.gpg: trustdb created

gpg: key 8BD35A7382342574 marked as ultimately trusted

gpg: directory '/root/.gnupg/openpgp-revocs.d' created

gpg: revocation certificate stored as '/root/.gnupg/openpgp-
revocs.d/4FF18900270A797E203556178BD35A7382342574 . rev'

Kulcsazonosité kinyerése

# gpg --list-keys --with-colon samba 2> /dev/null | awk -F: '/?pub:/ { print
$5 }'
8BD35A7382342574

A /etc/samba/smb.conf [global] szakaszanak médositasa a 'password hash gpg key ids' paraméterrel.

# cat /etc/samba/smb.conf
# Global parameters
[global]
dns forwarder = 8.8.8.8
netbios name = DC1.ADOMAIN.LAN
realm = ADOMAIN.LAN
server role = active directory domain controller
workgroup = ADOMAIN
idmap ldb:use rfc2307 = yes
password hash gpg key ids = 8BD35A7382342574

[sysvol]
path = /var/lib/samba/sysvol
read only = No
[netlogon]
path = /var/lib/samba/sysvol/adomain.lan/scripts
read only = No
Ujraindités
# systemctl restart samba

Felhasznaloi jelszd kiolvasdsa (még nem tortént jelsz6 csere)

# samba-tool user getpassword --filter=samaccountname=administrator --
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attributes=msDS-
KeyVersionNumber,unicodePwd,virtualClearTextUTF16,virtualClearTextUTF8 --
decrypt-samba-gpg

dn: CN=Administrator,CN=Users,DC=adomain,DC=lan

msDS-KeyVersionNumber: 2

unicodePwd:: BAs5tGohOTjuEgFnlyYGIQ==

Any available password returned OK

Felhasznaldi jelszd kiolvasasa (az Uj felhasznald |étrehozasa utan vagy jelszd csere esetén lathaté az
eredmény)

# samba-tool user getpassword --filter=samaccountname=teszt.elek --
attributes=msDS-
KeyVersionNumber,unicodePwd,virtualClearTextUTF16,virtualClearTextUTF8 --
decrypt-samba-gpg

dn: CN=Teszt Elek,CN=Users,DC=adomain,DC=lan

msDS-KeyVersionNumber: 2

unicodePwd:: JZdFyxI6UqouaTqqzKLbUg==

virtualClearTextUTF16:: MQAyADMANAA1ADYANwA4AA==

virtualClearTextUTF8:: MTIzNDU2Nzg=

Any available password returned OK

# echo -n MTIzNDU2Nzg= | base64 -d
12345678
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